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ABSTRACT: Employee Recruitment Scam Detection System is an Al-powered web application developed using
Python Flask, MySQL, Bootstrap 5, HTML, CSS, and JavaScript to detect fraudulent job postings and protect job
seekers from recruitment scams. The system uses a Random Forest machine learning model trained on the EMSCAD
dataset with TF-IDF vectorization over 20,000 features, achieving 97.5% accuracy and 98.3% AUC-ROC score. In
addition to ML prediction, the platform applies 30+ heuristic red-flag rules for improved scam detection. Key features
include company reporting, fraud registry management, admin dashboard, scan history, company verification, rolebased
access control, automated notifications, and audit logging. The application is structured into seven functional
blueprints: Auth, Main, Predict, History, Admin, Company, and Reports, ensuring scalability, security, and user-friendly
recruitment fraud detection.

I. INTRODUCTION

The rapid growth of online job portals has increased both employment opportunities and recruitment scams, where fake
job postings deceive applicants into sharing personal information or paying fraudulent fees. Traditional detection
methods are inadequate against modern scams, creating the need for intelligent automated solutions. EMPLOYEE
RECRUITMENT SCAM DETECTION SYSTEM is an Al-powered platform that detects fraudulent job postings using
a Random Forest machine learning model with TF-IDF feature extraction and 30+ heuristic red-flag rules. The system
also includes community-based company reporting, an auto-updating fraud registry, and an admin dashboard for
moderation, analytics, and audit tracking. Developed using Python Flask with SQLite3/MySQL support, the platform
provides a scalable, secure, and effective solution for preventing online recruitment fraud.

II. EXISTING SYSTEM

Existing methods for detecting fake job postings mainly rely on manual moderation, basic keyword filtering, or
research-based prototypes. Major job portals such as LinkedIn, Indeed, and Naukri depend heavily on human
moderators and user reports, which are difficult to scale and often lead to delayed action. Keyword-based filters are
also ineffective because fraudsters can easily bypass them by slightly modifying suspicious phrases. Although
academic NLP-based detection models achieve high accuracy on benchmark datasets, most lack practical deployment
features such as user reporting, fraud registries, and administrative monitoring tools.

Disadvantages of Existing Systems

* Manual moderation makes scam detection slow and difficult to scale.

* Keyword-based filters can be easily bypassed through minor text changes.

* Existing systems lack community reporting and an auto-updating fraud registry.

* Users are not clearly informed why job postings are flagged as suspicious.

* Most platforms do not provide proper admin controls, audit logging, or moderation tracking.
* Research-based ML models are rarely implemented as practical real-time web applications.
* No automatic escalation exists for companies receiving repeated fraud reports.
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II1. PROPOSED SYSTEM

EMPLOYEE RECRUITMENT SCAM DETECTION SYSTEM is an Al-powered, community-

integrated web platform designed to detect fraudulent job postings through multi-layered analysis. The system
combines machine learning prediction, heuristic red-flag detection, community reporting, and centralized
administrative monitoring to overcome the limitations of manual and keyword-based approaches. Its core ML engine
uses a Random Forest classifier trained on the EMSCAD dataset containing 17,880 job records, with TF-IDF
vectorization extracting up to 20,000 textual features. The model achieves 97.5% accuracy and 98.3% AUC-ROC
score and is stored as a serialized pickle file for fast prediction. If the ML model becomes unavailable, the platform
automatically switches to a heuristic scoring engine that detects suspicious keywords, abnormal salary patterns, and
incomplete job information to maintain scam detection functionality.

Advantages of the Proposed System

* High-accuracy ML classification (97.5%) using a real-world recruitment fraud dataset.
* Dual-layer detection combining ML prediction with 30+ heuristic red-flag rules.

* Community reporting system for identifying suspicious companies and job postings.

* Auto-updating fraud registry for repeatedly reported organizations.

* Role-based access control for users, admins, and company portals.

* Transparent confidence scoring with LOW, MEDIUM, and HIGH risk levels.

* Audit logging for admin actions, logins, and system activities.

* REST API support and scalable Flask blueprint architecture for future expansion.

IV. SYSTEM ARCHITECTURE
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V. MODULE DESCRIPTION

*  Authentication Module

* Main Module

*  Job Scan / Prediction Module

*  Scan History Module

*  Admin Module

* Company Module

* Reports / Fraud Registry Module

1. Authentication Module

The Authentication Module manages user registration, login, logout, and profile handling. It validates inputs, prevents
duplicate accounts, and securely hashes passwords using Werkzeug’s PBKDF2-SHA256 algorithm. Admin users are
restricted to a separate login portal, while FlaskLogin handles session management with “remember me” support. All
authentication activities are recorded in the audit log for security monitoring.

2. Main Module

The Main Module provides the public-facing pages of the application including the landing page, user dashboard,
About page, and Contact page. The dashboard aggregates the authenticated user's scan statistics, recent predictions, and
notifications. The contact form writes enquiries to the contact messages database table, which are visible to
administrators via the admin panel.

3. Job Scan / Prediction Module

The Prediction Module is the core component of EMPLOYEE RECRUITMENT SCAM DETECTION SYSTEM,
responsible for analyzing job postings and detecting recruitment scams. It processes job details such as title, company,
salary, description, requirements, and benefits using a FakeJobPredictor that combines TF-IDF feature extraction with a
trained Random Forest model to generate FAKE/REAL predictions, confidence scores, and risk levels. A heuristic
engine simultaneously checks for 30+ suspicious keywords and patterns, while the system also verifies companies
against the Fraud Registry and community reports. Companies receiving three or more reports are automatically
flagged as FAKE. All prediction results are stored in the database, and a REST API endpoint enables external
integration.

4. Scan History Module

The History Module provides registered users with a filterable, paginated record of all job scans they have performed.
Each history entry links to a detailed result view displaying the original job fields, ML prediction outcome, confidence
score, risk level, detected red flags, and any admin verification status applied by an administrator.

5. Admin Module

The Admin Module provides a secure dark-themed portal accessible through /admin/, protected by role-based
authentication using a custom admin_required decorator. The dashboard displays real-time statistics such as total users,
scans, fake/real predictions, pending reports, unread messages, and fraud registry data, along with analytical charts.
Administrators can manage users, verify predictions, handle community reports, update the fraud registry, review
contact messages, and export reports. All administrative activities are recorded in the SystemLog audit table for
accountability and tracking.

6. Company Module

The Company Module provides company verification and reporting features. The Company Check function allows
users to search for a company and view its fraud registry status, community report count, and previous scam prediction
records. The Company Report function enables registered users to report suspicious employers by selecting a reason
category, adding a description, and optionally providing evidence links.

7. Reports / Fraud Registry Module
The Reports Module renders the public fraud registry — a searchable listing of all companies currently active in the

FraudCompanyRegistry table. Each entry displays the company name, the reason for flagging, whether the entry was
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auto-generated by the threshold mechanism or added manually by an admin, and the date of addition. This module
promotes community transparency and allows job seekers to proactively check employers before applying.

VI. SCREENSHOTS

Login Page
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Job Scan / Prediction Form
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OUTPUT

¥ ReportUpvote import errorinmoc X @) About Employee recruitment scan X

Summarise ()

Model Performance

97.5% 98.3% 17,880

Accuracy AUC-ROC Recall (Fraud) Training Records

Features

® ML-based fake job detection using TF-IDF + Random Forest
e 30+ heuristic red flag rules (keywords, patterns, meta-checks)
e Community reporting system with auto-flagging threshold
Fraud company registry (admin + auto-managed)

® Full admin dashboard with analytics and controls

Company lookup tool

® Scan history and user accounts

e REST API endpoint for external integrations

v
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VII. CONCLUSION

EMPLOYEE RECRUITMENT SCAM DETECTION SYSTEM provides a complete Al-

powered platform for detecting online recruitment scams by combining machine learning, heuristic analysis,
community reporting, and administrative monitoring. The system uses a Random Forest classifier trained on the
EMSCAD dataset along with 30+ heuristic red-flag rules to achieve 97.5% accuracy and 98.3% AUC-ROC
performance. Its Flask blueprint-based architecture ensures modularity, scalability, and maintainability, while security
features such as role-based access control, password hashing, CSRF protection, and audit logging enhance system
reliability. The community reporting and auto-flagging mechanisms further strengthen detection by continuously
identifying suspicious companies beyond the trained dataset. Overall, the platform demonstrates that integrating Al
with community intelligence and administrative oversight creates a more effective and trustworthy recruitment fraud
detection system.

VIII. FUTURE ENHANCEMENT

Several future enhancements are planned to improve the functionality and scalability of EMPLOYEE
RECRUITMENT SCAM DETECTION SYSTEM. Future versions may integrate advanced deep learning models such
as BERT for better detection of sophisticated scam postings, provide multilingual support for regional languages, and
include explainable Al techniques like SHAP or LIME to improve transparency in prediction results. The platform can
also be extended through cloud deployment, browser extensions, mobile applications, and social media monitoring to
increase accessibility and real-time scam detection capabilities.

* Deep learning integration using BERT-based models for improved scam detection.

* Browser extension for real-time job analysis on platforms like LinkedIn, Indeed, and Naukri.
* Mobile application support for Android and iOS devices.

* Multilingual NLP support for Hindi, Tamil, and other regional languages.

* Email scanning and social media job-post monitoring features.

* Cloud deployment using Docker and Kubernetes for scalability.

* Advanced admin analytics and fraud trend detection tools.
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